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Introduction: 
	Note to the rapporteur: All text is NEW. Therefore, for easier reading, track-changes are not present.


***
BEGIN CHANGES
***

5.7.3.x

Key issue #7.10: Avoiding IMSI Paging
Using the permanent subscription identifier IMSI as the UE id while sending paging messages and the subsequent call origination by the UE is been reported as a privacy threat to the user. Using the IMSI Paging active/passive listeners, fake eNBs etc can track down people with reasonable accuracy to a specific geographic area. This has serious security implications to a user.  It is very desirable in 5G systems if we can avoid IMSI paging and protect the subscriber privacy.

5.7.3.x.1

Key issue details

While sending paging messages to the Idle mode UEs to alert them about incoming data, two kinds of identities have been used in traditional systems. 

 1) Temporary NAS identifier S-TMSI 
2)  Permanent subscription identifier IMSI.

While S-TMSI is usually used as the UE id in the paging messages, IMSI is used as the UE id in situations where the CN (MME) loses its UE context due a reset or crash and got fresh start. Though IMSI paging has been carried on from legacy 2G, 3G and 4G, it is time to rethink the necessity of IMSI as the paging id in 5G network. Because present day MME system is a reliable unit and doesn’t undergo reset or crash. Many MME implementations have redundancy built in and even if one part goes down the UE contexts are cached and preserved. 

Secondly when a 4G MME initiates a ‘Create Session Request’ it sends parameters {IMSI, EPS bearer id etc} to the SGW. IMSI is also used as the identifier for ‘Create Session Request’ in S4/S11, S2a/S2b. Because the UE id is IMSI, when there is incoming data, SGW uses the IMSI as the identifier for the paging request to MME. If S-TMSI is used for this, then S-TMSI could as well be the id to initiate paging. There is no absolute necessity for IMSI as the UE id in the paging request. If for billing/CDR reasons IMSI needed at SGW, it can be used, but for other purposes S-TMSI is sufficient to be used.

In 5G network if the temporary id S-TMSI is used over the NAS N11 between AMF and SMF, whenever S-TMSI is reallocated, the SMF has to be kept in sync with it. But reallocation of S-TMSI and IMSI as paging identifier need not be linked. AMF can cache the IMSI together with the most current S-TMSI allocated to it. AMF can then use the S-TMSI for paging, if it receives a request to initiate Paging. This way IMSI paging doesn’t become necessary and user tracking using IMSI paging can be avoided.  
5.7.3.x.2
Security threats 

It has been reported that IMSI Paging can be employed by fake eNBs to track down people with reasonable accuracy to a specific area. Hence avoiding this permanent subscription identity is very desirable for privacy. 

Within the CN, many network nodes may be using the permanent identifier IMSI for legacy reasons, such as billing etc. This usage doesn’t become a privacy threat to the user nor a threat for the internal nodes. CN nodes can continue using the IMSI as long as they are not exposed to public.
5.7.3.x.3
Potential security requirements

 Next generation networks shall avoid the permanent subscription identifier IMSI while sending paging alerts to UEs while they are in idle mode.
Next generation networks shall use only temporary network identifier of a UE while sending paging alerts to UEs while they are in idle mode.

The temporary network identifier such as the S-TMSI should be assigned or reassigned periodically in such a way to avoid mapping with any other identity and tracking the user is difficult.
*** END OF CHANGES ***
